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Do you have a clearly 
defined and fully 
developed goal?

Are you familiar with 
all relevant aspects 

of the intended mapping 
context?

Have you determined a 
method for data collection, 

analysis, verification and 
presentation?

Have you got a plan for 
secure data management 

and storage?

Has everyone involved in the data collection, 
analysis, verification and entry received the 

neccessary training, including in relation 
to availabity of support?

Are you able to verify the data 
that has been collected to the level 

required by the project?

Does the goal of the project 
indicate that the data should be 
presented in a fully or partially 
accessible/open source format?

Do you, or does the project 
envisage the potential for 

future verification of the data?

Have you conducted a risk assessment?

Could open 
source publication 
negatively affect 
the integrity or 
credibility of 
the project?

Are you able to 
effectively mitigate 

those risks?

Are you able to effectively 
mitigate their risk?

Can the problem be surmounted by, for example explicitely 
qualifying any publicly released data or through its presentation 

method or level of  public access?

Do not proceed 
without a plan

Do not proceed 
until risk 

assessment 
completed

Do not proceed to open 
source publication, 

consider alternative forms 
of presenting the data

Do not proceed to 
open source mapping

Do not proceed until 
risk assessment 

completed.
Consider an alternative 

way of achieving the 
project goal

Do not proceed until 
all those involved are 
appropriately trained

Proceed with caution.
Keep all risks under review, especially where 
the context is dynamic, ongoing or volatile

Proceed with caution.
Keep all risks under 

review, especially in an 
ongoing volatile dynamic 

context

Could the process of 
collecting, analysing and 
verifying data negatively 

affect the integrity or 
credibility of the project?

Proceed with caution.
Consider varying method 

or proposed means 
of data protection

Are you able to 
effectively mitigate 

those risks?

Do the risks 
outweigh the 

benefits?

Have you conducted a risk assessment 
for all engaged parties, the site and 

the project?

Re-examine your goal to 
ensure it is contextually 

informed

Proceed with caution.
Consider varying method 

and/or exploring potential 
for consent of those at risk

Ensure secure and ethical 
data storage until then

Continue to map with restricted access. 
Ensure all held data remains secure

Are you working with local 
partners with contextual 

familiarity?

Do not collect information 
until you do

Do not proceed until you 
have a method

Is it realistic, achievable and 
appropriate to the context?

Refine method 
before proceeding

Do not proceed

Do not proceed

Do not 
proceed

Do not proceed

Proceed only once 
you have relevant 

contextual knowledge
Will this get you 

everything you need?

Could the process of collecting data endanger or 
otherwise expose individuals, groups, the site or 

any evidence to harm?

Are you able to 
effectively mitigate 

those risks?

Refine and clarify your goal 
before proceeding

No

No

Can you get this 
another way?
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Are you collecting personal 
data or any other data that 

could put others at risk?

No

No

NoCould open source publication 
of the map endanger anyone 

associated with the site, the site 
itself or evidence in respect of it?

Do the risks outweigh the 
benefits?


